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1 INTRODUCTION
Cooperation is an evolutionary process that is fundamental for human prosperity [noa, 2018]. The

mechanism of cooperation has beenwidely studied in a variety of disciplines such as biology [Koduri

and Lo, 2021], psychology [Henrich and Muthukrishna, 2020], economics [Fehr and Fischbacher,

2004, Fehr et al., 2002, Fehr andGächter, 2000], and computer science [Nisan, 2007]. Human evolution

in the past one hundred years have witnessed marvellous advancements in Artificial Intelligence

(AI) [Horvitz, 2016]. The advancement is integrating cyberspace (CS), physical space (PS), and

social space (SS), into the Cyber-Physical-Social System (CPSS), which expands extraordinarily

the territories of human civilizations [Wang et al., 2019]. However, the integration also brings

new challenging issues for cooperation. Blockchain further enables cooperative AI [Dafoe et al.,

2020] by implementing a consensus process. Since [Lamport et al., 1982], Computer scientists

contribute significantly in designing consensus protocols that can tolerate a minority of malicious

agents to achieve the goals of validity and termination. [Cachin and Vukolić, 2017, Xiao et al.,

2020]. However, studies on consensus protocol in computer science often ignore the incentives

that could affect agents behavior. An emerging literature in game theory introduces rational

agents and solution concepts to study equilibrium outcomes including social welfare of various

consensus protocols [Saleh, 2021]. However, the existing studies with rational agents are limited in

generalizability and is far from providing an guidance for future designs of consensus protocols. To

advance the existing literature, we strive to answer three research questions (RQs):

(1) RQ1: How to abstract a consensus protocol as a general game environment in extensive

form [Kroer and Sandholm, 2014] that consists of the game tree, the set of agents, and the

payoffs?

(2) RQ2: how does the behavior of bounded rational agents evolves to stable equilibria that

differ in desirable outcomes of validity, termination, and social welfare?

(3) RQ3: how can the game theoretical study of bounded rational agents guide future designs

of blockchain consensus protocols?

We succesfully abstract a general Byzantine consensus protocol as a game environment, apply

bounded rationality to model agent behaviors, and solve the initial conditions for three different

stable equilibria. Finally, our research guide future designs of consensus protocols to achieve

desirable outcomes by evaluating incentives choices.

2 RELATED LITERATURE
Our research mainly contribute to five streams of literature across disciplines: (1) Byzantine

consensus protocol in computer science, (2) Game Theory in economics on blockchain consensus,(3)

Evolutionary Game theory at the intersection of biology and economics, and (4) bounded-rationality
at the interplay between psychology and economics; (5) cooperative AI at the interface of computer
science and economics.

2.1 Byzantine Consensus protocols
Proposed by Lamport et al. [1982], the Byzantine generals problem describes the network failure in

a distributed system caused by malicious agents or corrupt nodes. Many Byzantine Fault Tolerance

(BFT) protocols have been developed so far (i.e. Zyzzyva [Kotla et al., 2007], RBFT [Aublin et al.,

2013], and MinBFT [Veronese et al., 2013]), among which the Practical Byzantine Fault Tolerance

(PBFT) has become one of the most popular protocols. By running Byzantine consensus protocols,

the distributed systems is able to tolerate a proportion of existed Byzantine agents and still achieve

consensus. Compared with other non-BFT protocols (i.e. Proof-of-Work (PoW) [Nakamoto, 2008],

Proof-of-Stake (PoS) [Saleh, 2018]), PBFT and its variants ( [Tong et al., 2019, Wang et al., 2021]) with
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30% fault tolerance has been proved to have superiority confronting the Byzantine general problems.

Computer scientists endeavor to improve a consensus protocol by engineering approaches that,

for example, reduce the cost and simplify the replicas in the state machine [Tong et al., 2019] or

optimize the efficiency in communications [Wang et al., 2021]. In contrast, our research provide an

evolutionary game approach to evaluate the consensus process for agents driven by incentives.

Moreover, our results serve as a guidance to optimize the incentive scheme in consensus protocols

to achieve desirable outcome.

2.2 Game Theory on Blockchain Consensus
Most of the consensus protocols are built under the assumption that non-Byzantine agents would

act honestly. However, agents might be driven by incentives, which is important for protocol per-

formance but ignored when designing the protocol. Table 1 represents recent game theory studies

on blockchain consensus considering the effect of incentives on miner behaviors in the facets of

consensus protocols, game theory solution concepts, agent types, and aspects for evaluations. In a

hybrid consensus design, Pass and Shi [2017] propose “committees” to execute permissioned con-

sensus protocols on permissionless blockchains.
1
Abraham et al. [2016] firstly mention incentives

in the design of consensus protocols but did not provide a formal game theory study to evaluate

the performance. Amoussou-Guenou et al. [2020a], Biais et al. [2019], Halaburda et al. [2021], Saleh

[2018] abstract the consensus protocol to dynamic game of imperfect information [Fudenberg and

Tirole, 1991a] and further introduce rational agent, game theory solution concept, and welfare

analysis to study a variety of consensus protocols including the PoS [Saleh, 2018], the PoW [Biais

et al., 2019], and the PBFT variants [Amoussou-Guenou et al., 2020a, Biais et al., 2019, Halaburda

et al., 2021]. Above studies focus on the solution concepts of Perfect Bayesian Equilibrium (PBE, [Fu-

denberg and Tirole, 1991b]) or its refinement, Markov Perfect Equilibrium (MPE, [Maskin and

Tirole, 2001b]. Our research contributes to existing literature by introducing bounded rational

agents and the evaluation of Equilibrium Stable Strategy (ESS, [Smith and Price, 1973, Smith, 1979].

2.3 Evolutionary Game Theory
Emerged from Darwin [1859]’s evolutionary study, evolutionary models have been applied widely

in many interdisciplinary studies. In macroeconomics, the evolutionary models were derived from

the debate of Homo Economics and irrational human to explain complex phenomenon in financial

markets [Henrich et al., 2001, Levin and Lo, 2021]. And in computer science, the evolutionary

models are applied to solve graphic problems and estimate computational complexity [Nisan,

2007, Shoham and Leyton-Brown, 2009]. In game theory, Prisoner’s Dilemma as the most classic

example, has been studied with multiple evolutionary game designs [Axelrod and Hamilton, 1981,

Shoham and Leyton-Brown, 2009, Yang and Yue, 2019], whose steady state has been proved to

be an equilibrium convergence [Nisan, 2007, Shoham and Leyton-Brown, 2009] and is resilient to

small mutual invasions [Shoham and Leyton-Brown, 2009]. Researchers have been applying the

evolutionary game theory to study cooperation mechanism for a long time [Axelrod and Hamilton,

1981, Shoham and Leyton-Brown, 2009]. Our research advances the literature by extending the

application scenario of evolutionary game theory to blockchain consensus protocols, especially in

cooperation among agents.

1
Committee-based blockchains have superiorities in reducing fork risk [Amoussou-Guenou et al., 2020a, Biais et al., 2019],

expanding larger scalability [TRON, 2018], and performing robustness and efficiency [Auer et al., 2021, Benhaim et al.,

2021].
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Table 1. Game theory studies on blockchain consensus: dynamic game of imperfect information [Fudenberg
and Tirole, 1991a]

Literature

Consensus

protocol

Game Theory

Solution Concept

Agent Types Evaluation

Abraham

et al. [2016]

PoW (election)

PBFT variant

(transaction)

none

honest or

byzantine

agreement

safty and liveness

Saleh [2018]

PoS

(forkable)

PBE

Fudenberg and Tirole [1991b]

rational

consensus

social welfare

Biais et al.

[2019]

PoW

(forkable)

MPE

Maskin and Tirole [2001b]

rational

consensus

social welfare

Amoussou-

Guenou et al.

[2020b]

PBFT variant

(non-forkable)

PBE

rational or

byzantine

consensus

termination

validity

Halaburda

et al. [2021]

PBFT variant

(non-forkable)

PBE

rational or

byzantine

consensus

social welfare

Ours

pBFT variant

(non-forkable)

ESS

Smith [1979]

Smith and Price [1973]

bounded

rational

safety

liveness

social welfare

2.4 Bounded Rationality
Another core assumption of our approach is the bounded rationality of agents [Chase and Simon,

1973, Rubinstein, 2002, Simon, 1955] such that rationality is limited when making decisions. Agents

in our model are bounded-rational in three facets:

(1) agents are constrained to choose among a limited set of strategies, i.e., either honest strategy

or byzantine strategy;

(2) in each round of the game, agents choose strategies based on only the current state without

any foresight of the future state [Conlisk, 1996].

(3) agents are allowed to hold the (inconsistent) subjective belief that they would meet agents

of the same strategy with a higher probability. This assumption is supported by research in

bounded rationality and game theory [Levin and Zhang, 2020, Rubinstein and Salant, 2016],

the false consensus effect in psychology [Ross et al., 1977], and the assortative matching

literature in behavioral science [Angelucci and Bennett, 2017, Durlauf and Seshadri, 2003,

Eeckhout and Kircher, 2018, Eshel and Cavalli-Sforza, 1982, Shimer and Smith, 2000, Yang

and Yue, 2019].

Our research extends bounded rationality to study the dynamics of miner behaviors in blockchain

consensus. Classic game theory in economics assumes full rationality. In contract, consensus protocol

studies in computer science ignores rationality. Following Aristotle’s doctrine of the mean, ours is a

middle way to bridge the two.

2.5 Cooperative AI
Cooperative AI studies how Artificial Intelligence (AI) can contribute to solve cooperative problems

in AI-AI, AI-Human, and Human-Human interactions [Dafoe et al., 2021, 2020]. Blockchain is also

coined decentralized AI [Marwala and Xing, 2018, Salah et al., 2019, Sen, 2013, Wang and Singh,
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2007, Xing and Marwala, 2018]. Our research thus extend the application scenario of cooperative

AI to the design of blockchain consensus.

3 MODEL
Our model is based on a BFT consensus-based blockchain that we adapted from Manshaei et al.

[2018] where agents form different parallel committees to validate non-intersecting transactions.

In our model, we only focus inside of one miner committee and play an evolutionary game where a

mining committee participates in an 𝑛 round mining game and the bounded-rational miners choose

their strategies before each round of the game. To clarify, all the miners in our model has the same

presentation of the agents in our paper.

3.1 Game Environment
We follow a general byzantine consensus model mentioned in Amoussou-Guenou et al. [2020b],

Manshaei et al. [2018], where a PBFT consensus protocol is run. To facilitate interdisciplinary

conversations, we further abstract the consensus protocol as a game environment. The environment

consists of the game tree, the set of agents, and the payoffs as in Fig. 1.

Fig. 1. Byzantine consensus-based blockchain model.

3.1.1 Set of agents.

Definition 1 (Miner Committee [Amoussou-Guenou et al., 2020b]). We use an ordered set
A = {𝐴𝑖 }𝑁𝑖=1 to denote the committee of 𝑁 miners established at time 𝑡 = 0. The committee set will
not change until the end of the game.

Definition 2 (Proposer). In round 𝑡, 𝑡 ∈ {1, · · · , 𝑛}, an agent 𝐴𝑖 is selected in a round-robin
fashion to be the proposer 𝑃𝑡 . 𝑃𝑡 makes a proposal ℎ𝑡 which contains a block and its validity.

Definition 3 (Validator [Amoussou-Guenou et al., 2020b]). In round 𝑡, 𝑡 ∈ {1, · · · , 𝑛}, agents
except for 𝑃𝑡 are validators. The validators are to check the validity of the proposal and vote for it when
the block in the proposal is valid.



On Blockchain We Cooperate: An Evolutionary Game Approach 5

3.1.2 Game tree.
In a miner committee A, in round 𝑡 , a proposer 𝑃𝑡 is firstly select in a round-robin fashion and

she proposes a proposal ℎ𝑡 which consists of a block and its validity value. The rest miners in the

committee, acting as validators, then choose to check the validity of ℎ𝑡 and vote for it. The proposal

would be accepted if the number of votes exceeds the majority threshold a in a fixed time period.

The game tree of is shown in Fig. 2 (since the final payoffs are relevant to the proportion of two

strategies, Fig. 2 only shows the cost of actions). Specifically, we use

Fig. 2. Game Tree. (notations: player 1: proposer; player 2, player 3: validator; 𝐶1 = −(cost of check +
cost of vote); 𝐶2 = −cost of check; 𝐶3 = −cost of vote; 𝐶4 = 0.)

3.1.3 Payoffs.
Based on [Amoussou-Guenou et al., 2020b], the payoffs of the agents include 𝑅, the reward to the

validators who send a message when the block is accepted; 𝑐send, the cost to the validators who

send a message; 𝑐check, the cost to the validators who check the validity of the proposed block; and

^, the cost occurs to all validators with the Honest strategy when an invalid block is accepted.
2

3.2 Bounded-rational Agents
We model the miners as bounded rational agents in an evolutionary game who:

(1) in each round, only choose between honest strategy and byzantine strategy;

2
In Amoussou-Guenou et al. [2020b], they assume ^ > 𝑅 > 𝑐

check>𝑐
send

.
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(2) hold subjective beliefs;

(3) follow an imitative updating rule.

3.2.1 Strategies.
In round 𝑡 , each of the 𝑁 miners choose a strategy 𝑠𝑖 ∈ {𝑆𝐻 , 𝑆𝐵}, where 𝑆𝐻 is the honest strategy

and 𝑆𝐵 is the byzantine strategy. To explicitly define the two strategies with the bounded-rational

agents, we suppose that before round 𝑡 starts, each validator checks if the group of their congeners

has pivotality, which means if the number of their congeners exceeds the majority threshold a .

Definition 4 (Honest Strategy). We use 𝑆𝐻 to denote the honest strategy, which asks a miner
to achieve the consensus protocol. When playing the honest strategy:

(1) a proposer proposes a valid proposal (Fig. 3);
(2) if with pivotality, a validator checks the proposal’s validity and vote for it if the proposal is

valid (Fig. 4);
(3) if without pivotality, a validator neither checks the proposal’s validity nor votes for it (Fig. 4,

Fig. 5).

Definition 5 (Byzantine Strategy). We use 𝑆𝐵 to denote the Byzantine strategy, which asks a
miner to damage the consensus protocol. When playing the Byzantine strategy:

(1) a proposer proposes an invalid proposal (Fig. 3);
(2) if with pivotality, a validator checks the proposal’s validity and vote for it if the proposal is

invalid (Fig. 4);
(3) if without pivotality, a validator neither checks the proposal’s validity nor votes for it (Fig. 4,

Fig. 5).

Fig. 3. Proposer actions with different strategies.

Assumption 1 (Game Initials). We use 𝑥𝑡 to denote the proportion of miners with 𝑆𝐻 in round 𝑡 .
We assume that 𝑥1 of the miners choose the honest strategy in the initial round.

3.2.2 Subjective Belief.
Inspired by the Assortative Matching theory [Angelucci and Bennett, 2017, Durlauf and Seshadri,

2003, Eeckhout and Kircher, 2018, Eshel and Cavalli-Sforza, 1982, Shimer and Smith, 2000, Yang

and Yue, 2019] from the Evolutionary Stable Strategy (ESS) [SMITH and PRICE, 1973], we make

our assumption 2 about the validators’ subjective belief to meet a proposer with the same strategy.

Assumption 2 (Subjective Belief). We use𝑚, 𝑚 ∈ [0, 1] to represent the portion of the rounds
that a validator believes to meet a proposer with the same strategy in the game. When 𝑚 = 1, a
validator believes that in arbitrary round 𝑡, 𝑡 ∈ {1, · · · , 𝑛}, the proposer 𝑃𝑡 plays the same strategy as
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Fig. 4. Validator actions with pivotality. Fig. 5. Validator actions without pivotality.

she does; When𝑚 = 0, a validator believes that in arbitrary round 𝑡, 𝑡 ∈ {1, · · · , 𝑛}, the proposer 𝑃𝑡
plays the different strategy from what she does.

Assumption 2 is also consistent with the False Consensus Effect [Ross et al., 1977] as𝑚 ⩾ 0.

Therefore, the validators’ expected payoff will be updated according to our assumption 2.

Lemma 1 (Subjective Meeting Probabilities). We use 𝜋𝑖 𝑗 (𝑥𝑡 ), 𝑖, 𝑗 ∈ {𝐻, 𝐵} to denote the
subjective meeting probability of one validator with strategy 𝑆𝑖 meet one proposer with strategy 𝑆 𝑗 in
function of 𝑥𝑡 .

𝜋𝐻𝐻 (𝑥𝑡 ) =𝑚 + (1 −𝑚)𝑥𝑡
𝜋𝐻𝐵 (𝑥𝑡 ) = (1 −𝑚) (1 − 𝑥𝑡 )
𝜋𝐵𝐻 (𝑥𝑡 ) = (1 −𝑚)𝑥𝑡
𝜋𝐵𝐵 (𝑥𝑡 ) = 1 − (1 −𝑚)𝑥𝑡

(1)

Lemma 2 (Agents Expected Payoff). We use 𝑉𝑖 𝑗 (𝑥𝑡 ) to denote the expected payoff that one
validator with 𝑆𝑖 meets a proposer with 𝑆𝐵 in function of 𝑥𝑡 , where 𝑖, 𝑗 ∈ {𝐻, 𝐵}. We also use𝑉𝑖 (𝑥𝑡 ), 𝑖 ∈
{𝐻, 𝐵} to denote the expected validator payoff with subjective belief of one validator with strategy 𝑆𝑖
in function of 𝑥𝑡 .

𝑉𝐻 (𝑥𝑡 ) = 𝜋𝐻𝐵 (𝑥𝑡 )𝑉𝐻𝐵 (𝑥𝑡 ) + 𝜋𝐻𝐻 (𝑥𝑡 )𝑉𝐻𝐻 (𝑥𝑖 )
𝑉𝐵 (𝑥𝑡 ) = 𝜋𝐵𝐵 (𝑥𝑡 )𝑉𝐵𝐵 (𝑥𝑡 ) + 𝜋𝐵𝐻 (𝑥𝑡 )𝑉𝐵𝐻 (𝑥𝑖 )

(2)

Moreover, as validators behaviors are crucial to the consensus building and evolutionary game updates,
we treat the proposers’ expected payoff the same as the validators’ payoff as long as they play the same
strategy.

3.2.3 Imitative Updating Rule.

Assumption 3 (Imitative Updating Rule[Amoussou-Guenou et al., 2020b]). Before round 𝑡 ,
for one individual bounded-rational miner, she has 𝑃𝐻𝑡

probability to choose the honest strategy in
round 𝑡 and 𝑃𝐵𝑡

probability to choose the Byzantine strategy in round 𝑡 .

𝑃𝐻𝑡
=

𝑥𝑡−1𝑉𝐻 (𝑥𝑡−1)
𝑥𝑡−1𝑉𝐻 (𝑥𝑡−1) + (1 − 𝑥𝑡−1)𝑉𝐵 (𝑥𝑡−1)
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𝑃𝐵𝑡
=

(1 − 𝑥𝑡−1)𝑉𝐵 (𝑥𝑡−1)
𝑥𝑡−1𝑉𝐻 (𝑥𝑡−1) + (1 − 𝑥𝑡−1)𝑉𝐵 (𝑥𝑡−1)

Therefore, by summing up the individual validators’ strategic choices, we can calculate the

proportion of validators playing the honest strategy in round 𝑡 is:

𝑥𝑡 =
𝑥𝑡−1𝑉𝐻 (𝑥𝑡−1)

𝑥𝑡−1𝑉𝐻 (𝑥𝑡−1) + (1 − 𝑥𝑡−1)𝑉𝐵 (𝑥𝑡−1)

3.3 Stable equilibrium
3.3.1 Definitions.
We use the Evolutionary Stable Strategy (ESS) to define the stable equilibria in our model and also

apply Steady-State Equilibrium to explain the results.

As proposed by SMITH and PRICE [1973] and formalized by Eshel and Cavalli-Sforza [1982]

and McKenzie [2009], the ESS describes the dominance and stability of one strategy in the system

even with a few invaders with other strategies. In our model, similar to the form in Eshel and

Cavalli-Sforza [1982], the stable equilibrium is reached when:

𝑥𝑡 = 𝑥𝑡−1,where 𝑥𝑡 =
𝑥𝑡−1𝑉𝐻 (𝑥𝑡−1)

𝑥𝑡−1𝑉𝐻 (𝑥𝑡−1) + (1 − 𝑥𝑡−1)𝑉𝐵 (𝑥𝑡−1)
. (3)

Equation (3) results in three equilibria with different dominant strategy:

(1) Stable equilibrium 1: 𝑥𝑡 = 𝑥𝑡−1 = 1, 𝑆𝐻 becomes the dominant strategy;

(2) Stable equilibrium 2: 𝑥𝑡 = 𝑥𝑡−1 = 0, 𝑆𝐵 becomes the dominant strategy;

(3) Stable equilibrium 3: 𝑉𝐻 = 𝑉𝐵 , 𝑥𝑡 = 𝑥𝑡−1 ∈ (0, 1), the system reaches a steady-state

equilibrium [citation], representing that both strategies exist with a stable proportion

because the numbers of agents changing between the two strategies equal.

To evaluate the validity of the steady state, we further define three types of stable equilibria as

stable Byzantine-free, Byzantine-pooling, and Byzantine equilibrium.

Definition 3.1 (Stable Byzantine-free Equilibrium). We define that the stable Byzantine-free equi-

librium in our model is reached when the ESS is reached and none of the agents is playing the

Byzantine strategy, which mathematically represents:

𝑥𝑡−1 = 𝑥𝑡 = 1

This also satisfies the ESS in the form of McKenzie [2009]’s work by:

𝜋 (𝑆𝐻 |𝑆𝐻 ) > 𝜋 (𝑆𝐵 |𝑆𝐻 )3

Definition 3.2 (Stable Byzantine Equilibrium). We define that the stable Byzantine equilibrium

in our model is reached when the ESS is reached and all of the agents are playing the Byzantine

strategy, which mathematically represents:

𝑥𝑡−1 = 𝑥𝑡 = 0

This also satisfies the ESS in the form of McKenzie [2009]’s work by:

𝜋 (𝑆𝐵 |𝑆𝐵) > 𝜋 (𝑆𝐻 |𝑆𝐵)

3
In McKenzie [2009], 𝜋 (𝑥 |𝑦) denotes the payoff an agent obtained when playing strategy 𝑥 against someone using the

strategy 𝑦.
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Definition 3.3 (Stable Byzantine-pooling Equilibrium). We define that the stable Byzantine-pooling

Equilibrium in our model is reached when the stable equilibrium is reached and both of the two

strategies exist, which mathematically represents:

𝑥𝑡−1 = 𝑥𝑡 ∈ (0, 1)

This also satisfies the Steady-State equilibrium in the sense that the number of agents changing

from 𝑆𝐻 to 𝑆𝐵 is equal to the number of agents changing from 𝑆𝐵 to 𝑆𝐻 . As defined by Gagniuc

[2017], a steady-state equilibrium is reached when the variables defining the behavior of the system

or the process are unchanging in time. In our stable Byzantine-pooling equilibrium, the numbers

of the agents playing the two strategies are unchanging in the game.

3.3.2 Propositions.
With different initial values of 𝑥1 and 𝑅, 𝑐check, 𝑐send, ^, and a , we can now have the following

propositions as our results.

Proposition 1. The stable Byzantine-free equilibrium can be reached if and only if:

1 − a

𝑁
⩾ 𝑥1 > max( 𝑅 − 𝑐𝑐ℎ𝑒𝑐𝑘 + ^

2𝑅 − 2𝑐𝑐ℎ𝑒𝑐𝑘 + ^
,
a

𝑁
) and 𝑚 ≠ 1, or 𝑥1 > max(1 − a

𝑁
,
a

𝑁
)

is satisfied.

Lemma 3. If initially 𝑁 (1 − 𝑥1) ⩾ a , meaning the initial number of agents with Byzantine strategy
is equal or larger than the majority threshold, only if 𝑥1 > max( 𝑅−𝑐𝑐ℎ𝑒𝑐𝑘+^

2𝑅−2𝑐𝑐ℎ𝑒𝑐𝑘+^ ,
a
𝑁
) and𝑚 ≠ 1 the stable

Byzantine-free equilibrium can be reached.

Lemma 4. If initially 𝑁 (1 − 𝑥1) < a , which represents that the initial number of agents with
Byzantine strategy is smaller than the threshold, only if when 𝑥1 ⩾ a

𝑁
, meaning that the initial number

of agents with the honest strategy is larger than the threshold, the stable Byzantine-free equilibrium
can be reached

Proof for Lemma 3. When 𝑁 (1−𝑥1) ⩾ a , agents playing 𝑆𝐵 has pivotality in the voting process.

Therefore, to reach the stable Byzantine-free equilirbium, the initial number of agents playing 𝑆𝐻
should at least reach a , meaning 𝑁𝑥1 ⩾ a .

Validator behaviors and proposal outcome In round 1, if the proposer 𝑃1 plays 𝑆𝐵 , she proposes an

invalid proposal ℎ1. After all the agents check the validity of ℎ𝑡 , agents with 𝑆𝐵 vote for ℎ1 while

agents with 𝑆𝐻 do nothing. ℎ1 will be accepted since 𝑁 (1 − 𝑥1) ⩾ a .

Therefore, the payoffs in round 1 for the validators with 𝑃1 playing 𝑆𝐵 are:

𝑉𝐵𝐵 (𝑥1) = 𝑅 − 𝑐𝑐ℎ𝑒𝑐𝑘 − 𝑐𝑠𝑒𝑛𝑑

𝑉𝐻𝐵 (𝑥1) = −𝑐𝑐ℎ𝑒𝑐𝑘 − ^
(4)

In round 1, if the proposer 𝑃1 plays 𝑆𝐻 , she proposes a valid proposal ℎ1. After all the agents

check the validity of ℎ1, agents with 𝑆𝐻 vote for ℎ1 while agents with 𝑆𝐵 do nothing. ℎ1 will be

accepted since 𝑁𝑥1 ⩾ a .

Therefore, the payoffs in round 1 for the validators with 𝑃1 playing 𝑆𝐻 are:

𝑉𝐻𝐻 (𝑥1) = 𝑅 − 𝑐𝑐ℎ𝑒𝑐𝑘 − 𝑐𝑠𝑒𝑛𝑑

𝑉𝐵𝐻 (𝑥1) = −𝑐𝑐ℎ𝑒𝑐𝑘
(5)

Validator Payoff matrix The payoff matrix for validators in round 1 when initially 𝑛(1 − 𝑥1) ⩾ a

and 𝑛𝑥1 ⩾ a is shown in Table 2.
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Table 2. Payoff matrix when 𝑛(1 − 𝑥1) ⩾ a and 𝑛𝑥1 ⩾ a

Proposer – Honest Proposer – Byzantine

Validator – Honest 𝑉𝐻𝐻 (𝑥1) = 𝑅 − 𝑐𝑐ℎ𝑒𝑐𝑘 − 𝑐𝑠𝑒𝑛𝑑 𝑉𝐻𝐵 (𝑥1) = −𝑐𝑐ℎ𝑒𝑐𝑘 − ^

Validator – Byzantine 𝑉𝐵𝐻 (𝑥1) = −𝑐𝑐ℎ𝑒𝑐𝑘 𝑉𝐵𝐵 (𝑥1) = 𝑅 − 𝑐𝑐ℎ𝑒𝑐𝑘 − 𝑐𝑠𝑒𝑛𝑑

From equations (1) from lemma 1, (2) from lemma 2, (4), and (5), we can get:

𝑉𝐻 (𝑥1) = [𝑚 + (1 −𝑚)𝑥1] (𝑅 − 𝑐𝑐ℎ𝑒𝑐𝑘 − 𝑐𝑠𝑒𝑛𝑑 ) + (1 −𝑚) (1 − 𝑥1) (−𝑐𝑐ℎ𝑒𝑐𝑘 − ^)
𝑉𝐵 (𝑥1) = 𝑥1 (1 −𝑚) (−𝑐𝑐ℎ𝑒𝑐𝑘 ) + [𝑚 + (1 −𝑚) (1 − 𝑥1)] (𝑅 − 𝑐𝑐ℎ𝑒𝑐𝑘 − 𝑐𝑠𝑒𝑛𝑑 )

(6)

To achieve the stable Byzantine-free equilibrium, 𝑥𝑡 should converge to 1. Then for round 𝑡 and

𝑡 − 1 (𝑡 ⩾ 2) before convergence,

𝑥𝑡 =
𝑥𝑡𝑉𝐻 (𝑥𝑡−1)

𝑥𝑡𝑉𝐻 (𝑥𝑡−1) + (1 − 𝑥𝑡 )𝑉𝐵 (𝑥𝑡−1)
> 𝑥𝑡−1 (7)

Formula (7) can be simplified to (since 𝑥𝑡 ≠ 𝑥𝑡−1 and 𝑥𝑡−1 ∈ (0, 1)):

𝑉𝐻 (𝑥𝑡−1) > 𝑉𝐵 (𝑥𝑡−1) (8)

And by combining equation (6) with (8) and deduction with 𝑡 = 2:

𝑉𝐻 (𝑥1) −𝑉𝐵 (𝑥1) = −(1 −𝑚) [(1 − 2𝑥1) (𝑅 − 𝑐𝑠𝑒𝑛𝑑 ) + (1 − 𝑥1)^] (9)

Equation (9) implies that, if𝑚 ≠ 1 and 𝑥 >
𝑅−𝑐𝑐ℎ𝑒𝑐𝑘+^
2𝑅−2𝑐𝑐ℎ𝑒𝑐𝑘+^ , 𝑥𝑡 would converge to 1, and the system

will reach the stable Byzantine-free equilibrium. The backward proof can be implemented by taking

𝑥1 > max( 𝑅−𝑐𝑐ℎ𝑒𝑐𝑘+^
2𝑅−2𝑐𝑐ℎ𝑒𝑐𝑘+^ ,

a
𝑁
) and𝑚 ≠ 1 into formula (8). Therefore, when 𝑁 (1 − 𝑥1) ⩾ a , the stable

Byzantine-free equilibrium can be reached if and only if 𝑥1 > max( 𝑅−𝑐𝑐ℎ𝑒𝑐𝑘+^
2𝑅−2𝑐𝑐ℎ𝑒𝑐𝑘+^ ,

a
𝑁
) and𝑚 ≠ 1.

□

Proof for Lemma 4. When 𝑁 (1 − 𝑥1) < a , agents playing 𝑆𝐵 do not have pivotality in the

voting process. Therefore, to reach the stable Byzantine-free equilibrium, the initial number of

agents playing 𝑆𝐻 should at least reach a , meaning 𝑁𝑥1 ⩾ a .

Validator behaviors and proposal outcome In round 1, if the proposer 𝑃1 plays 𝑆𝐵 , she proposes

an invalid proposal ℎ1. Agents with 𝑆𝐻 would check the validity of ℎ𝑡 but not vote for it, while

agents with 𝑆𝐵 do nothing because they do not have pivotality in the voting process. ℎ1 will not be

accepted since no one votes for it.

Therefore, the payoffs in round 1 for the validators with 𝑃1 playing 𝑆𝐵 are:

𝑉𝐵𝐵 (𝑥1) = 0

𝑉𝐻𝐵 (𝑥1) = −𝑐𝑐ℎ𝑒𝑐𝑘
(10)

In round 1, if the proposer 𝑃1 plays 𝑆𝐻 , she proposes a valid proposal ℎ1. Agents with 𝑆𝐻 would

check the validity of ℎ𝑡 and vote for it, while agents with 𝑆𝐵 do nothing because they do not have

pivotality in the voting process. ℎ1 will be accepted since 𝑁𝑥1 ⩾ a .

Therefore, the payoffs in round 1 for the validators with 𝑃1 playing 𝑆𝐻 are:

𝑉𝐻𝐻 (𝑥1) = 𝑅 − 𝑐𝑐ℎ𝑒𝑐𝑘 − 𝑐𝑠𝑒𝑛𝑑

𝑉𝐵𝐻 (𝑥1) = 0

(11)

Validator Payoff matrix The payoff matrix for validators in round 1 when initially 𝑛(1 − 𝑥1) < a

and 𝑛𝑥1 ⩾ a is shown in Table 3.
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Table 3. Payoff matrix when 𝑛(1 − 𝑥1) < a and 𝑛𝑥1 > a

Proposer – Honest Proposer – Byzantine

Validator – Honest 𝑉𝐻𝐻 (𝑥1) = 𝑅 − 𝑐𝑐ℎ𝑒𝑐𝑘 − 𝑐𝑠𝑒𝑛𝑑 𝑉𝐻𝐵 (𝑥1) = −𝑐𝑐ℎ𝑒𝑐𝑘
Validator – Byzantine 𝑉𝐵𝐻 (𝑥1) = 0 𝑉𝐵𝐵 (𝑥1) = 0

From equations (1) from lemma 1, (2) from lemma 2, (10), and (11), we can get:

𝑉𝐻 (𝑥1) = [𝑚 + (1 −𝑚)𝑥1] (𝑅 − 𝑐𝑐ℎ𝑒𝑐𝑘 − 𝑐𝑠𝑒𝑛𝑑 ) + (1 −𝑚) (1 − 𝑥1) (−𝑐𝑐ℎ𝑒𝑐𝑘 )
𝑉𝐵 (𝑥1) = 0

(12)

Similar as we have proved in proof of lemma 3, formula (8) is satisfied with equation (12) with

𝑡 = 2. And the backward proof can be implemented by taking 𝑥1 ⩾
a
𝑁
with formula (8) and equation

(12). Therefore, when 𝑁 (1 − 𝑥1) < a , the stable Byzantine-free equilibrium equilibrium can be

reached if and only if 𝑥1 ⩾
a
𝑁
.

□

Proposition 2. The Byzantine equilibrium can be reached if and only if:
a

𝑁
⩽ 𝑥1 < 𝑚𝑖𝑛( 𝑅 − 𝑐𝑐ℎ𝑒𝑐𝑘 + ^

2𝑅 − 2𝑐𝑐ℎ𝑒𝑐𝑘 + ^
, 1 − a

𝑛
) and 𝑚 ≠ 1, or 𝑥1 < min(1 − a

𝑁
,
a

𝑁
) (13)

is satisfied.

Lemma 5. If initially 𝑁 (1 − 𝑥1) ⩾ a , meaning the initial number of agents with Byzantine strategy
is equal or larger than the majority threshold, only if 𝑥1 < min( 𝑅−𝑐𝑐ℎ𝑒𝑐𝑘+^

2𝑅−2𝑐𝑐ℎ𝑒𝑐𝑘+^ ,
a
𝑁
) and 𝑚 ≠ 1, or

𝑥 < 𝑚𝑖𝑛(1 − a
𝑁
, a
𝑁
) the stable Byzantine equilibrium can be reached.

Proof for Lemma 5. The proof for stable Byzantine equilibrium achievement

when 𝑥1 < max( 𝑅−𝑐𝑐ℎ𝑒𝑐𝑘+^
2𝑅−2𝑐𝑐ℎ𝑒𝑐𝑘+^ ,

a
𝑁
) and𝑚 ≠ 1 is similar to the proofs of lemma 3 by changing formula

(7) into:

𝑥𝑡 =
𝑥𝑡𝑉𝐻 (𝑥𝑡−1)

𝑥𝑡𝑉𝐻 (𝑥𝑡−1) + (1 − 𝑥𝑡 )𝑉𝐵 (𝑥𝑡−1)
< 𝑥𝑡−1 (14)

And the proof for stable Byzantine equilibrium achievement when 𝑥 < 𝑚𝑖𝑛(1 − a
𝑁
, a
𝑁
) is as

below:

In contract with the assumption that 𝑁𝑥1 ⩾ a , when 𝑁𝑥1 < a , the agents with 𝑆𝐻 do not have

pivotality in the voting process.

Validator behaviors and proposal outcome In round 1, if the proposer 𝑃1 plays 𝑆𝐵 , she proposes an

invalid proposal ℎ1. Agents with 𝑆𝐵 would check the validity of ℎ1 and vote for it, while agents

with 𝑆𝐻 do nothing because they don’t have pivotality in the voting process. ℎ1 will be accepted

since 𝑁 (1 − 𝑥1) ⩾ a .

Therefore, the payoffs in round 1 for the validators with 𝑃1 playing 𝑆𝐵 are:

𝑉𝐵𝐵 (𝑥1) = 𝑅 − 𝑐𝑐ℎ𝑒𝑐𝑘 − 𝑐𝑠𝑒𝑛𝑑

𝑉𝐻𝐵 (𝑥1) = −^ (15)

In round 1, if the proposer 𝑃1 plays 𝑆𝐻 , she proposes a valid proposal ℎ1. Agents with 𝑆𝐵 would

check the validity of ℎ1 but not vote for it, while agents with 𝑆𝐻 do nothing because they don’t

have pivotality in the voting process. ℎ1 will not be accepted since no one vote for it.

Therefore, the payoffs in round 1 for the validators with 𝑃1 playing 𝑆𝐻 are:

𝑉𝐻𝐻 (𝑥1) = 0

𝑉𝐵𝐻 (𝑥1) = −𝑐𝑐ℎ𝑒𝑐𝑘
(16)
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Validator Payoff matrix The payoff matrix for validators in round 1 when initially 𝑛(1 − 𝑥1) ⩾ a

and 𝑛𝑥1 < a is shown in Table 5.

Table 4. Payoff matrix when 𝑛(1 − 𝑥1) ⩾ a and 𝑛𝑥1 < a

Proposer – Honest Proposer – Byzantine

Validator – Honest 𝑉𝐻𝐻 (𝑥1) = 0 𝑉𝐻𝐵 (𝑥1) = −^
Validator – Byzantine 𝑉𝐵𝐻 (𝑥1) = −𝑐𝑐ℎ𝑒𝑐𝑘 𝑉𝐵𝐵 (𝑥1) = 𝑅 − 𝑐𝑐ℎ𝑒𝑐𝑘 − 𝑐𝑠𝑒𝑛𝑑

From equations (1) from lemma 1, (2) from lemma 2, (4), and (5), we can get:

𝑉𝐻 (𝑥1) = (1 −𝑚) (1 − 𝑥1) (−^)
𝑉𝐵 (𝑥1) = 𝑥1 (1 −𝑚) (−𝑐𝑐ℎ𝑒𝑐𝑘 ) + [𝑚 + (1 −𝑚) (1 − 𝑥1)] (𝑅 − 𝑐𝑐ℎ𝑒𝑐𝑘 − 𝑐𝑠𝑒𝑛𝑑 )

(17)

Equation (17) shows that, the expected payoff of a validator with 𝑆𝐻 is smaller than a validator

with 𝑆𝐵 , and since 𝑛(1 − 𝑥1) ⩾ a and 𝑛𝑥1 < a , 1 − 𝑥1 > 𝑥1. Therefore,

𝑥𝑡 =
𝑥𝑡𝑉𝐻 (𝑥𝑡−1)

𝑥𝑡𝑉𝐻 (𝑥𝑡−1) + (1 − 𝑥𝑡 )𝑉𝐵 (𝑥𝑡−1)
> 𝑥𝑡−1 (18)

is achieved with any 𝑡 before convergence. The system will converge to Byzantine equilibrium. The

backward proof can be implemented by taking the corresponding values of 𝑥1 into equations (14) and

(17). Therefore, if 𝑁 (1−𝑥1) ⩾ a , only if 𝑥1 < min( 𝑅−𝑐𝑐ℎ𝑒𝑐𝑘+^
2𝑅−2𝑐𝑐ℎ𝑒𝑐𝑘+^ ,

a
𝑁
) and𝑚 ≠ 1, or 𝑥 < 𝑚𝑖𝑛(1− a

𝑁
, a
𝑁
)

the stable Byzantine equilibrium can be reached.

□

Proposition 3. The Byzantine pooling equilibrium can be reached if and only if:

1 − a

𝑁
⩾ 𝑥1 ⩾

a

𝑁
, and 𝑥1 =

𝑅 − 𝑐𝑐ℎ𝑒𝑐𝑘 + ^
2𝑅 − 2𝑐𝑐ℎ𝑒𝑐𝑘 + ^

or 𝑚 = 1 (19)

is satisfied.

Proof for Proposition 3. In the proof for lemma 3, equation (9) implies that, if𝑚 = 1 or 𝑥 =

𝑓 𝑟𝑎𝑐𝑅 − 𝑐𝑐ℎ𝑒𝑐𝑘 + ^2𝑅 − 2𝑐𝑐ℎ𝑒𝑐𝑘 + ^ ,𝑉𝐻 (𝑥1) = 𝑉𝐵 (𝑥1), and therefore equation (7) would become 𝑥𝑡 =
𝑥𝑡𝑉𝐻 (𝑥𝑡−1)

𝑥𝑡𝑉𝐻 (𝑥𝑡−1)+(1−𝑥𝑡 )𝑉𝐵 (𝑥𝑡−1) = 𝑥𝑡−1. Since 𝑥𝑡 = 𝑥𝑡−1 ∈ (0, 1), the stable Byzantine-pooling equilibrium is

reached. Proof for lemma shows that the stable Byzantine-pooling equilibirum is never reached

when initially 𝑁 (1 − 𝑥1) < a and 𝑥1 ⩾ a . The backward proof can be implemented by taking𝑚 = 1

or 𝑥 = 𝑓 𝑟𝑎𝑐𝑅 − 𝑐𝑐ℎ𝑒𝑐𝑘 + ^2𝑅 − 2𝑐𝑐ℎ𝑒𝑐𝑘 + ^ into formula (7) and it would become an equation.

□

3.3.3 Evaluations.

We evaluate our model from four different perspectives: blockchain consensus enhancement,

false consensus effect on behavioral agents, the economic representations of parameters in our

model, and the applicability of our model in real-life applications.

From the perspective of blockchain consensus enhancement, we would use safety and liveness
as our evaluation criteria.

Safety Defined by Castro and Liskov [2002], the safety property of a BFT protocol should have

the representation in our model that all the agents playing the honest strategy vote for the same

block, which has been achieved by our agent strategy.

liveness The liveness property correspondingly in our model represents the block building is not

stopped and the bounded-rational agents are changing their strategies according to the imitative
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updating rule. There is only one scenario having liveness failure, which is not included in our stable

equilibria (Lemma 5).

Lemma 6. If initially 𝑛(1 − 𝑥1) < a , which represents that the initial number of agents with
Byzantine strategy is smaller than the threshold, only if when 𝑛𝑥1 < a , meaning that the initial
number of agents with the honest strategy is also smaller than the threshold, the protocol will never
converge to one single strategy and the protocol liveness cannot be guaranteed.

Proof. Since neither the number of miners with the honest strategy or the number of miners

with the Byzantine strategy is larger than the threshold, no block will be built, and none of the

bounded-rational miners will check the validity nor send a message. Therefore, the payoff for all

two strategies is zero and the block-building process is stopped thus the protocol meets a failure. □

Moreover, with the evolutionary model, our model enhance the original consensus achieved

by the PBFT protocol Castro and Liskov [2002] by incentivizing the agents to transferring to the

honest strategy. While the most most common situation is when the initial numbers of the two

strategies both exceed the majority threshold, which is the same as shown in lemma 3, proposition

1 shows that, blockchain consensus enhancement can be achieved. And our result shows that,

when evaluated by protocol safety and liveness, our model can achieve consensus with the initial

proportion of agents playing the honest strategy

1 − a

𝑁
⩾ 𝑥1 ⩾ max( 1

2

+
1

2
^

2𝑅 − 2𝑐𝑐ℎ𝑒𝑐𝑘 + ^
,
a

𝑁
) or 𝑥1 > max(1 − a

𝑁
,
a

𝑁
)

, which is looser than the requirements by a single PBFT protocol.

From the perspective of behavior science, our model shows how the false consensus effect

influences the behavioral agents and the outcome. We model the agents’ false consensus by adding

a parameter 𝑚, the proportion of the rounds that a validator believes to meet a proposer with

the same strategy in the game. And as our stable Byzantine-pooling equilibrium shows that, a

very strong of false consensus of the behavioral agents has a great effect in making the expected

payoffs of the two strategies the same in agents belief. With the false consensus, the agents are

over-confident with their choice and act bounded-rationally.

From the economic representation perspective in our model, we firstly reparametrize the stable

equilibria conditions: Let 𝛼 = 𝑅
^
, 𝛽 =

𝑐check
^

, and 𝛾 = a
𝑁
. By proposition 1—3, the range of 𝑥1 that

achieves each equilibrium only depends on 𝛾 , 𝛼 , and 𝛽 (Table. 5).

Table 5. Stable equilibria with reparametrization

Equilibrium Type Conditions Agents Payoff

Stable Byzantine-free Equilibrium
1 − 𝛾 ⩾ 𝑥1 > max( 1

2
+

1

2

2𝛼−2𝛽+1 , 𝛾)
or 𝑥1 > max(1 − 𝛾,𝛾)

Equation (6)

Equation (12)

Stable Byzantine Equilibrium
𝛾 ⩽ 𝑥1 < 𝑚𝑖𝑛( 1

2
+

1

2

2𝛼−2𝛽+1 , 1 − 𝛾)
or 𝑥1 < min(1 − 𝛾,𝛾)

Equation (6)

Equation (17)

Stable Byzantine-pooling Equilibrium 1 − 𝛾 ⩾ 𝑥1 =
1

2
+

1

2

2𝛼−2𝛽+1 ⩾ 𝛾 Equation (6)

We conduct some numerical analysis to evaluate how the change of parameters would influence

the stable equilibria achievement requirement for 𝑥1 (Fig. 6). Specifically we focus on the changes

of parameters 𝛼 and 𝛽 as they are related with the agents incentives. We simulate our model with

1 − 𝛾 ⩾ 𝑥 ⩾ 𝛾 as a premise. The results shows that, when the value of 𝛼 or 𝛽 increases, the initial
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Fig. 6. Simulations for the range of 𝑥1 that ends up with different equilibria in steady states: (parameters
choice: left: 𝛼 ∈ [4, 20], 𝛽 = 3, with 1 − 𝛾 ⩾ 𝑥 ⩾ 𝛾 ; right: 𝛼 = 20, 𝛽 ∈ [3, 19], with 1 − 𝛾 ⩾ 𝑥 ⩾ 𝛾 .)

proportion of miners with the honest strategy required to reach the Byzantine-free equilibrium

decreases.

From the perspective of the applicability of our model in real-life applications, we show how

the changes of the policy parameters in our model can be implemented in real blockchain system

configuration and regulation. As Ethereum is upgrading to 2.0 version, we can take some of the key

features from it as an example. Table 7 shows the parameters in our model that affect equilibrium

outcomes and their corresponding policy parameters in Ethereum 2.0. Although Ethereum 2.0 will

be using PoS as its consensus protocol, our model provides an approach to model the miners as

bounded-rational agents and set policy parameters to incentivize them to enhance the consensus

achievement on chain. Although all our three stable equilibria reach consensus, they differ in

aspects of safety, liveness, and social welfare. Table 7 shows the parameters that affect equilibrium

outcomes in steady states. Practitioners could experiment with the policy parameters to achieve

desirable outcomes. The

Table 6. Policy parameters that affect equilibrium outcomes in steady states

notation definition in our model
corresponding parameters

in Ethereum 2.0

𝑅
the reward to the validators who send a message

when the block is accepted

Reward Per Block(about 2ETH)

[BitInfoCharts, 2019]

𝑐check
the cost to the validators who check the validity

of the proposed block

𝑐send the cost of the validators who send a message

^
the cost occurs to all validators with the honest

strategy when an invalid block is accepted

slashing[He and Li, 2022]

a the majority threshold of the votes

Depositing 32 ETH to activate a

validator[Foundation, 2022]

𝑥1 the initial number of agents with honest strategies

KYC problem [Parra Moyano

and Ross, 2017]
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4 DISCUSSIONS AND FUTURE RESEARCH
In this paper, we demonstrate a general Byzantine consensus protocol as a game environment,

apply bounded rationality to model agent behaviors, and solves for the initial conditions for three

different stable equilibria.

Fundamentally, our research suggests a new approach for consensus enhancement on a BFT

blockchain with incentive-driven bounded-rational agents. Besides, our dynamic design of the

evolutionary game for our model, together with the stable equilibria of ESS and Steady-state

provides a new methodology to achieve blockchain consensus and helps to explore cooperative

scenarios on the trust machine. Moreover, our results show high consistency with the open problems

in cooperative AI and our simulation also verifies one of the hypothesis for mitigating the problems.

4.1 Blockchain consensus enhancement
This paper mainly contribute to blockchain consensus achievement by suggesting a game theory

approach to enhance consensus building by incentivizing all bounded-rational agents to play

the honest strategy and achieve the protocol. Among all the game theory studies on blockchain

consensus, our approach is the first one that supports consensus enhancement. While being

compared with other traditional BFT algorithms for consensus building, which achieves the protocol

by tolerating network failure caused by faulty agents, our approach innovatively proposes the

possibility in transferring the faulty agents into honest ones even when the proportion of honest

strategy is slightly larger than
1

2
in a common situation.

4.2 Game theoretical approach
Our research is seminal in game theoretical approach for blockchain consensus problem that can

be extended in the three facets below.

(1) game environment: On blockchain there are a variety of consensus protocols [Cachin

and Vukolić, 2017, Sankar et al., 2017, Xiao et al., 2020], each provides a game environment.

Future research can follow our approach to abstract other consensus protocols to a new

game environment for performance evaluation and comparative studies.

(2) bounded rational agent: Future research could consider including other bounded rational

agents such as prominent the Level-K [Arad and Rubinstein, 2012, Crawford and Iriberri,

2007, Levin and Zhang, 2020] agent in economics and the trending reinforcement learning

agent [Ivanov, 2022, Sutton and Barto, 2018] in computational science.

(3) equilibrium solution concepts: Future research could compare the results in a variety

of game theory solution concepts [Tardos and Vazirani, 2007] and test the performance in

empirical or experimental studies.

4.3 Cooperation on Blockchain
In this paper, cooperation of the miners is embodied in consensus achievement on the blockchain

as well as the social welfare maximization of miners rewards. Our work shows three key features

of cooperation on blockchain:

(1) On blockchain, a trust machine, miners are originally to have commitment and
work cooperative work. This feature comes from the nature of blockchain. As a distributed

system, blockchain is built by miners. While the miners are incentivized by the block

rewards and future transactions on the block, their welfare is maximized when the stability

of blockchain is also maximized. Any malicious behavior or system hack would cause great

loss in miner rewards. Therefore, it is the nature of blockchain that miners are to have

commitment and work cooperatively in block building process.
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(2) From the perspective of long-term cooperation, cooperation on blockchain con-
sensus achievement gives the most social welfare and individual reputation for
continuous work. By constructing an evolutionary game, our paper shows the long-term

cooperation of miners in block building. Similar to the analysis in Schneider and Weber

[2013]’s work, our work uses the bounded-rational agents’ choices of strategy to represent

miner’s willingness to interact with other participants and have commitment with the

committee in the long-term cooperation. Consistent with prior research, our results also

show that miner’s willingness to longer commitment (choosing the honest strategy) will

give higher social welfare when the global expected outcome is to achieve consensus and

support block building.

(3) The blockchain committees can be modelled as coalitions and competitions be-
tween can support the cooperation within each committee and therefore works for
the whole blockchain building. Since our research only focuses on consensus achieve-

ment within one committee, considering the competition effects between coalitions [Staatz,

1983], we suggest that instead of practising the same model to all parallel committees, future

research should consider to analyze how competitions between miner committees support

global consensus achievement.

4.4 Problems and hypothesis in cooperative AI
Our result shows the potential scenario when one of the downsides of cooperative AI reveals in

cooperation on blockchain. As mentioned and explained by Dafoe et al. [2020], one the potential

downsides of cooperative AI is the appearance of exclusion and collusion, which happens when the

cooperation of agents harms external environment or other agents not involved by the cooperation,

or when the cooperation undermines pro-social competition. In our stable equilibria analysis, we

show that when the system reaches the Byzantine equilibrium, all the agents play the Byzantine

strategy that harms the blockchain consensus and security. Therefore, the convergence to Byzantine

equilibrium shows the potential scenario of harmful cooperation in blockchain system. To mitigate

such cooperation downsides, Dafoe et al. [2020] offered the Hypothesis that Broad Cooperative
Competence is Beneficial which we partially verifies with the model simulation. Fig. 6 shows that,

when any of the value of 𝛼 and 𝛽 increases, which represents a larger incentive in the global

environment and therefore raise the board cooperative competence, the system is able to transfer a

larger proportion of faulty agents with incentives.
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Table 7. Glossary Table

Glossary Definition Reference Type

Practice

Byzantine

Fault

Tolerance

(pBFT)

A consensus algorithm to deal with the

Byzantine General Problem.

Castro and

Liskov [2002]

Consensus

protocol

Proof-of-

Work (PoW)

A form of cryptographic proof in which

one party (the prover) proves to others (the

verifiers) that a certain amount of a specific

computational effort has been expended.

Nakamoto

[2008]

Consensus

protocol

Proof-of-

Stake (PoS)

A class of consensus mechanisms for

blockchains that work by selecting valida-

tors in proportion to their quantity of hold-

ings in the associated cryptocurrency.

Saleh [2018]
Consensus

protocol

Player/

Miner/ Agent

/ Node

The objects mining in blockchain. (These

three words have the same representations

in our paper)

[Castro and

Liskov, 2002]

Distributed

computing/

Game theory

Agreement

(1)The nonfaulty processors compute

exactly the same vector.

(2)The element of this vector

corresponding to a given nonfaulty

processor is the private value of that

processor.

Pease et al.

[1980]

Evaluation

criteria

Validity

A decided value by any rational player is

valid; it satisfies the predefined predicate.

Amoussou-

Guenou et al.

[2020a]

Evaluation

criteria

Termination

Every rational player decides on a value (a

block).

Amoussou-

Guenou et al.

[2020a]

Evaluation

criteria

Consensus

At least 51% of the nodes on the network

agree on the next global state of the net-

work.

Evaluation

criteria

Safety

All non-faulty replicas agree on the se-

quence numbers of requests that commit

locally.

Castro and

Liskov [2002]

Evaluation

criteria

Liveness

Replicas must move to a new view if they

are unable to execute a request

Castro and

Liskov [2002]

Evaluation

criteria

Strategy

A function that assigns an action to each

nonterminal history

[Osborne and

Rubinstein,

1994]

Game theory

Perfect

Bayesian

Equilibrium

(PBE)

An equilibrium concept relevant for dy-

namic games with incomplete information

(sequential Bayesian games)

[Fudenberg

and Tirole,

1991c]

Game theory

equilibrium

solution

concept

Markov

Perfect Equi-

librium (MPE)

A set of mixed strategies for each of the

players that satisfies some criteria

[Maskin and

Tirole, 2001a]

Game theory

equilibrium

solution

concept



On Blockchain We Cooperate: An Evolutionary Game Approach 21

Table 8. Notation table

notation definition

A a set {𝐴𝑖 }𝑁𝑖=1 with 𝑁 elements, the committee of 𝑁 miners established at time 𝑡 = 0

𝐴𝑖 an agent with order 𝑖

𝑁 the number of agents in A, the maximum value of 𝑖

𝑡 the enumeration of game rounds

𝑃𝑡 the selected proposer for round 𝑡

ℎ𝑖 the proposal made by 𝑃𝑡 at round 𝑡

𝑅 the reward to the validators who send a message when the block is accepted

𝑐check the cost to the validators who check the validity of the proposed block

𝑐send the cost of the validators who send a message

^
the cost occurs to all validators with the honest strategy when an invalid block is

accepted

𝑆𝐻 the honest strategy

𝑆𝐵 the Byzantine strategy

𝑠𝑖 the strategy chosen by agent 𝐴𝑖 at round 𝑡 , 𝑠𝑖 ∈ {𝑆𝐻 , 𝑆𝐵}
a the majority threshold of the votes

𝑥𝑡 the proportion of agents with 𝑆𝐻 in round 𝑡

𝑥1 the initial proportion of agents with honest strategies

𝑚
the portion of the rounds that a validator believes to meet a proposer with the same

strategy in the game

𝜋𝑖 𝑗 (𝑥𝑡 )
the subjective meeting probability of one validator with strategy 𝑆𝑖 meet one proposer

with strategy 𝑆 𝑗 in function of 𝑥𝑡 , where 𝑖, 𝑗 ∈ {𝐻, 𝐵}

𝑉𝑖 𝑗 (𝑥𝑡 )
the expected payoff of one validator with strategy 𝑆𝑖 meet one proposer with strategy

𝑆 𝑗 in function of 𝑥𝑡 , where 𝑖, 𝑗 ∈ {𝐻, 𝐵}

𝑉𝑖 (𝑥𝑡 )
the expected validator payoff with subjective belief of one validator with strategy 𝑆𝑖
in function of 𝑥𝑡

𝑃𝐻𝑡
the probability that an agent chooses 𝑆𝐻 in round 𝑡

𝑃𝐵𝑡
the probability that an agent chooses 𝑆𝐵 in round 𝑡

𝛼 the proportion of 𝑅 to ^

𝛽 the proportion of 𝑐𝑐ℎ𝑒𝑐𝑘 to ^

𝛾 the proportion of a to 𝑁
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